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PREFACE

This preface, as well as all footnotes and annexes, is included for information purposes and is not
part of ANSI/ISA-62443-4-2.

This document has been prepared as part of the service of ISA, the International Society of
Automation, toward a goal of uniformity in the field of instrumentation. To be of real value, this
document should not be static but should be subject to periodic review. Toward this end, the
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary,
Standards and Practices Board; ISA; 67 T.W. Alexander Drive; P. O. Box 12277; Research Triangle
Park, NC 27709; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org.

The ISA Standards and Practices Department is aware of the growing need for attention to the
metric system of units in general and the International System of Units (Sl) in particular, in the
preparation of instrumentation standards. The Department is further aware of the benefits to USA
users of ISA standards of incorporating suitable references to the Sl (and the metric system) in
their business and professional dealings with other countries. Toward this end, this Department
will endeavor to introduce Sl-acceptable metric units in all new and revised standards,
recommended practices and technical reports to the greatest extent possible. Standard for Use of
the International System of Units (Sl): The Modern Metric System, published by the American
Society for Testing and Materials as IEEE/ASTM SI 10-97, and future revisions, will be the
reference guide for definitions, symbols, abbreviations, and conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards, recommended practices and technical reports.
Participation in the ISA standards-making process by an individual in no way constitutes
endorsement by the employer of that individual, of ISA or of any of the standards, recommended
practices and technical reports that ISA develops.

CAUTION - ISA adheres to the policy of the American National Standards Institute with
regard to patents. If ISA is informed of an existing patent that is required for use of the
standard, it will require the owner of the patent to either grant a royalty-free license for use
of the patent by users complying with the standard or a license on reasonable terms and
conditions that are free from unfair discrimination.

Even if ISA is unaware of any patent covering this Standard, the user is cautioned that
implementation of the standard may require use of techniques, processes or materials
covered by patent rights. ISA takes no position on the existence or validity of any patent
rights that may be involved in implementing the standard. ISA is not responsible for
identifying all patents that may require a license before implementation of the standard or
for investigating the validity or scope of any patents brought to its attention. The user
should carefully investigate relevant patents before using the standard for the user’s
intended application.

However, ISA asks that anyone reviewing this standard who is aware of any patents that
may impact implementation of the standard notify the ISA Standards and Practices
Department of the patent and its owner.

Additionally, the use of this standard may involve hazardous materials, operations or
equipment. The standard cannot anticipate all possible applications or address all possible
safety issues associated with use in hazardous conditions. The user of this standard must
exercise sound professional judgment concerning its use and applicability under the user’s
particular circumstances. The user must also consider the applicability of any governmental
regulatory limitations and established safety and health practices before implementing this
standard.
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ISA (www.isa.org) is a nonprofit professional association that sets the standard for those who apply
engineering and technology to improve the management, safety, and cybersecurity of modern
automation and control systems used across industry and critical infrastructure. Founded in 1945,
ISA develops widely used global standards; certifies industry professionals; provides education
and training; publishes books and technical articles; hosts conferences and exhibits; and provides
networking and career development programs for its 40,000 members and 400,000 customers
around the world.

ISA owns Automation.com, a leading online publisher of automation-related content, and is the
founding sponsor of The Automation Federation (www.automationfederation.org), an association of
nonprofit organizations serving as “The Voice of Automation.” Through a wholly owned subsidiary,
ISA bridges the gap between standards and their implementation with the ISA Security Compliance
Institute (www.isasecure.org) and the ISA Wireless Compliance Institute (www.isa100wci.org).

The following people served as active members of ISA99 Working Group 04, Task Group 4 in the

preparation of this document:

Name Company Contributor Reviewer
Kevin Staggs, TG Chair Honeywell Inc. X
Dennis Brandl BR&L Consulting X
Khaled Brown Intel Security X
Eric Byres Byres Security Consulting. X
Eric Cosman OIT Concepts, LLC X
William Cotter 3M Company X
Ed Crawford ProcessControl/SCADA Security X
John Cusimano AE Solutions X
Maarten de Caluwé Dow Benelux BV X
Michael Dransfield NSA X
Mark Fabro Lofty Perch Inc.

Forrest Automation & Technology

Ronald Forrest Solutions LLC
Dirk Gebert Siemens AG
Jim Gilsinn Kenexis Consulting
Thomas Good ICS Security Consultant X
Evan Hand Consultant X
Vic Hammond Argonne National Laboratory X
Mark Heard TMD Consulting X
Dennis Holstein OPUS Consulting Group X
Bruce Honda Weyerhaeuser X
Charles Hoover Emerson X
Eric Hopp Rockwell Automation X
Bob Huba Tall Corn Security Consulting
Andrew Kling Schneider Electric
Pierre Kobes Siemens AG
Nate Kube Consultant
Joel Langill AECOM X
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FOREWORD

This document is part of a multipart standard that addresses the issue of security for the components which are contained
in industrial automation and control systems (IACS). It has been developed by working group 04, task group 4 of the
ISA99 committee in cooperation with IEC TC65/WG10.

This document prescribes the security requirements for the components that are used to build control systems. These

security requirements are derived from the system requirements for IACS defined in ISA-62443-3-3:2013 [1] 1 and as
such, assigns component security levels (SLs) which are based on the system security levels.

1 Numbers in brackets indicate references in the Bibliography.
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